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0@ dobgoo

27/ 9330b0™ / 2025 b. No 541/

,00000M O 339053030700 bobm dmdbabytgdol dobmogdal, 3003HMmacaxNYwo gobomgdgdab bgbhoaznzodhal
d99dbal, 3oEgdolbo o dobmab s 3o3d0Mgdymo dmadboby®gdgdal 3obgzal dnbogobobglol odhzoigdnl dgbobgd«
bozobm badodmemab 0xbhogymo dodab - babgemdbogm byhHzabgdab gobzomamgdal bosggbhmb mogzdzomdsmab 2021
Bowab 24 dodhob N140/b 06dobgdsdo 33emoemgdal dghobol momdedyg

bagommzgemmb dmasn ddobobhMagoymo 3mogdbol 63-g dybemab, ,,bb0d - bobgemdbogm bgezobgdol gobznmotmgonl
1039bH™L dogh LobEM O 330e0R0EYGN bdbm dmdLabykgdol dobmgool, 3M0dhmacoazogmo gobomgdgool
bgbpognzadhol dgddbol, 3oEgdoly o dobmob o3o3doMgoymo dmadbobytgdgdol gobgzol Bgbob odhinEgool
dgbobgo“ Lagdodmzgmmb onbhoEnol dobobhtolb 2018 Bemol 29 03b0bolb N315 d6dobgdom Adh303gdema Bgbol dg-6
dybemol dg-5 396dhob o ,Lbozobm Lodobmeolb oyMowoymo doMol — bobgmdboggm bybzobgool gobzomabgdal
1039bH™L YO0l OdH30Egdol dgbobgd badobmzgmmb oybhogool dobobhtal 2019 Bemol 28 bmgddtol N462
d6dobg00m od(h3039090 Yo gonl dg-6 dnbemol dg-2 3b9hob L0« o ,,6“ 9393969Hg00b dgbodsedabogo,

300dobgo:
dgbemo 1. ,Lobm o 33003030960 Lobom dmdbobymgdol dobmgool, IO03HmaMIggmo  gobomgdgdal
bogbpognzodhol dgddbol, @oggdobs o dobmob oz3ezdotgdnmo  dmdbabytgdgdol gobggol dobogobobgbol
00dh303g00b dgbabgd« bozotm Ladabmeal 0yt doMal - bobgmadbogm byb3z0bgdal obznmatgdol bosggbhmb
0030200mdo60b 2021 Bemol 24 ool N140/b 06dabgdom ©odh3ozgdyemo dabagobobgbab:
) dodzgma dybemal dg-2 33bg@o Hhodmgomndgb dgdwgan Mgadianom:
,»2. 0m39d9b¢hob odmy3ngdgma ngbhnongahmmas 1.3.6.1.4.1.37733.10.1.2.4.6.%;
0) 33-g dybemal dg-2 3369 ho hodmygocmadgl dgdwgae Mgwogdionom:
»2. 30Ldgdal 3oMsdghgons:
d) 3003(hMma M0 sgmam&nmdn - RSA;
0) 3obomyonlb bogtdg - dnbodynd 2048 dogyn.«;
3) 49-g dybewal dg-2 396gho hodmygogmodglb dgdegan Mgwodsnnm:
2. 30bogdab Jotmadghmgdny;
9) 3003h™maM3x3079M0 3aMmM0mdn - RSA;
9) 3obomgonlb bogdg - dnbodyd 2048 dogyo.;
) 58-g dbemol dg-4 336gdho Hodmysemdgl 3gdgan Mgpadseom:
»4. 30Logdal 3o6sdghMgons:
9) 3603 M3 M1%307e0 daMGONmdn - RSA;



0) 3obomgonl bogdg - dnbodyd 2048 dogyo.;

9) 74-g dgbemaly:

9.0) d9-2 3369 ¢hab ,,0« §393969h0 hodmyogmadgl dgdgan Mgoagdizoom:

,»0) 6OM0L 3300330307600 9xbodzbol dmdbobyMyos bgemdobobzmdns dnbndyd RSA-2048 (hndol gobowgdoom;*;

9.0) 39-7 39690 Hhodmyogmndglb dgdwagan Myoogdanom:

»7. 00003390 2048-d0h0obo  GOMOL  339mox3030M0  ddbodzbgmo  ghmgymal  Lygbpoxogohdo  Lydogdhob

00096(h0x3030(h™60s C = GE, O = Ministry of Justice of Georgia, OU = Public Service Development Agency, CN = SDA Qualified TSU
<bmdgbo>, booE <bmdgto> oénb 01, 02 ... NN o Botmdmaagblb dmab s¢dbndzbgmo ghmgyemob bmdgMb.«.

3) 76-9 dybemab dg-2 33690 ,,0« 9§3931969H0 hodmygogmodglb dgdgan Mgosgsnom:
,0) EMmob 339003030700 90bndzbal dmdbsbyMgds bgemdababzomdns dnbndyd RSA-2048 (hndal gobomgonm;;
8) N2 obobma hodmyagmadgl mebrsdmymo Ggosdzonom.

d3bemo 2. bbog - bobgemdbogzm bgcz0Lgdolb dobznmomgoal bLooggbhmb Loagddobbstdmgdal badbobymds PBMHYb3gmymL od
d6dobgonb goEbmds boseggbhmbs s BHghodhmcyemo badbsabythgdabomzab.

d3ybemo 3. gL dGdobgds dogmadns bgemdmbymobmabagy.
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»1. GEO Signing CA G(n)

3900l sbsbgagds
(Field)

39ML0oo

(Version)

LgGomeo bmdgho

(Serial Number)

bgdmfigmol seram®omdo
(Signature Algorithm)
LIOEGOR0IIGHOL 3583990 MOASBML
60350060 LObYEYdS

(Issuer Distinguished Name)

obObgEgds
(Common Name) (CN)

Q5605300 gM0gMEo
(Organisational Unit) (OU)

mOQ560bs30s
(Organisation) (O)

3309960

(Country) (C)
o800 (-qsb)
(Valid from)

dogs80s (-90g)
(Valid to)

Lmd0gdGHOL MbOIow Mo EILEbYEgds
(Subject Distinguished Name)

obobggds
(Common Name) (CN)

O560Bs30wo ghmgmo
(Organisational Unit) (OU)

Ld09JGHOL OLEHYEYdS
(Organisation Name) (O)

309960
(Country) (C)

Ld0gdGHOL ©V0s Rolowgdo
(Subject Public Key)

Loy o®m/Public

bsMOHON2

LYOGHOBOIoGHOL BYJbozMMo 3OHMmzowgdo

LY GH0B0IoGHOL 39gdO

390l

Bogdob Log5e9dvy 360d36gam

e (oM

0953053035
60 (OID) (Mandatory) ~ (Value)

+ V3

+ sha256RSA

GEO Root
CA
Civil
+ Registry
Agency
Ministry of
+ Justice of
Georgia

+ GE

GEO Signing
CA G(n)
Public
Service
Developmen
t Agency
Ministry of
+ Justice of
Georgia

+ GE

+ RSA 4096

(Changeable)

>0figMomds
(Description)

LIOEHOBOIOBHOL BMOT>EOL 3gOLOS

2353999900 bLgOEHO0B0ISGHOL LgH oo
BmdgMo

bgdmfigHol sSEam®m0mdo, MMIgeos
999Lo053905 RFC 5280 Li¢obst@l

LgOEH0%303530b 593980 JOMHOMSEO
®MP56mb Mbo3oemMo sliabgwgds

LYOEHOBOIoEHOL 203900 oMOMOO
®606mb (Root) slisbgargds

Lobm ImALsbryMgdol Jodfmegderol
Q3LObYEgds

LEHOMIEHMOHOL EoLobgEgds

Lobom dmALobwyMgdol Jodfimgdeol
9399460b 3mo: GE — Georgia (2 boddmem
ISO 3166-0L 99lodsdobo)

LgOEGH0R035GOL dogs80 Fgl3eol MHGONO

LYOEHOBOIoGHOL BmJdggdol Fgfy39EHob
DSHOMO

LgOEGH0%03537d0L 0683MILEHOWIEMGSd0
Ld09gEHOb 6035 M0 ILIHYEGOS

9990090 19H0 CA-0b @sbsbgargds

Lobom dmALobwyMgdol Jodfimegdeol
QsLObgEgds

LEHOMIGHOOL EsLObYEYdS
Lobom dmALobwyMgdol Jodfimgdeol
939960 3mo ISO 3166-0b glsdsdobo

©05 23L5®Yd0, HMIgeois dgddbowos RSA
seoamtomdom RFC 4055-0b dglisdsdobs,



bodmfig®o
(Signature)

39BIODMGOS
(Extension)

doM0m5©0 dgbmm©3900
(Basic Constraints)

Ld09JBHOL BHodo
(Subject Type)

3bob bog®mdob dgBM3s
(Path Length Constraint)
239LOEgdOL godmygbgds
(Key Usage)

LIOEHOB03>BHOL 30 EH03900
(Certificate Policies)

CRL-0b 2536390 900L {amGHowgdo
(CRL Distribution Points)
LIOEGOBR0IGHOL 2593900 0MHOMSEO
OQ96mb golomgdol
0©96GH0B0IGHMO0

(Authority Key Identifier)
LBOgIEHOL FoLogdoL
00©96GH0B03GHMMO

(Subject Key Identifier)
LIOEGOBR0IGHOL 2593900 0MHOMSEO
M96mb 0683mOHT5300L bgedobsfizmdmds
(Authority Information Access)

OCSsP
LgOG0R035EHOL 2593900 30MHOMSEO

0696mb LyOGHogogs@GoL URL
(CA TIssuer Certificate URL)

Loy o®m/Public

4096 do@o

0065900
dmbo3909d0

LIOGHOB0IIGOL AORIMNMIOIO0

®d09JGoL
0©3bGHogo
35360
(OID)

06003bgamds s 99%mmag00
(Values and Limitations)

CA

None

Certificate Signing, CRL Signing

Policy
Identifier=1.3.6.1.4.1.37733.10.3.1.2.0
[1,1] Policy Qualifier Info:

Policy Qualifier Id=CPS

Qualifier:

https://id.ge/pki

Full Name:
URL=http://crl.cra.ge/georootca.crl

KeyID=93 00 66 db 95 51 d3 87 90 78 07 92
22 ed 30 6f 60 5 88 bf

URL=http://ocsp.cra.ge/ocsp

URL: http://aia.id.ge/pki/GEORootCA.crt

2. GEO Signing CA G(n)-ob 3096 24539990 LM EHO0R035GJO0

LIOEHOR035GOL 3393990 MEMR6ML
©5@3LEHMHIOOL bgedmio®s

3M0GH03MNMBS 13O IOMEM

(Criticality)

(Mandatory)



3900l sbsbgagds
(Field)

396b0oo

(Version)

LgGoEo bmdgho

(Serial Number)

bgdmfigmob seramGomdo
(Signature Algorithm)
LIOEGOR0IBHOL 3593900 MEIRBML
60350060 EILObYEYdS

(Issuer Distinguished Name)

obObgEgds
(Common Name) (CN)

5605300 gPhmgMEo
(Organisational Unit) (OU)

mMA560Bs30s
(Organisation) (O)

309960
(Country) (C)

o800 (-qsb)

(Valid from)

dog580s (-90g)

(Valid to)

L1B09ggdEHOL MBOIoE MO EILEbYEGDS

(Subject Distinguished Name)
Lobgaro
(Common Name) (CN)
LgGomeo bmdgho
(Serial Number)
Ld0ggEHOL Imdogsggmds
(Organisation Name) (O)

Ld09g GOl d0bsEMHMdS
(Organisational Unit) (OU)

309065
(Country) (C)

Lobgaro
(Givenname) (G)
33560
(Surname) (SN)

3ol

®009dBHoL  LgoEEgdw

0©9bOH0803
3GHMMO

(OID)

LY GH0B0IoGHOL 39gdO

e
(Mandatory)

+

360336900mds | (335009050
(Changeable)

(Value)

V3

sha256RSA

GEO Signing
CA G(n)
Public Service
Development
Agency
Ministy of
Justice of
Georgia

GE

PNOGE-
72007222277

GE

Loy o®m/Public

3009gOHOCMds
(Description)

LIOGOB03BHOL BMMTo@ob 39MOLOS

39699990 LYOEHOBOIoEHOL LMoo
bmdgMo

bgdmfiamol seammomdo, MHmdgeos
399L9050905 RFC 5280 L3obod@lb

LIOGOBOIBHOL 993900 MEIYRBML
603500 ILIHLYEGDS

LIOGOBOIBHOL 993900 MEIYRBML
Q3LObYgds

LobM IMALEBYYMGOOL FoIFMEIdOL
obbgEgds

LEAHOMIGHIOOL EoLsbgmgds

LobM IMALEBYYGGOOL FoIFMEIdOL
d39960L 3mo: GE — Georgia (2
Loddmerm ISO 3166-0b glsdsdobo)
LIOGOB0IoGHOL dogrsdo Fglgerol
MSOHOMO

LgOGOB03sGHOL dmgdggdol d9fy39E 0L
M5MHOPO

LIOEOB035BHIOOL 0bZMLEHONMIEHSd0
bmd0gdEHoL MbogowMo Labguo

R0D03MNMO 30600 Lsbgwro ©s 33500

11-6086s 306500 bmdgho, 3Ggxnodsoom
"PNOGE-“

RB0D03MNMO 30600 LogdoGmzgamls
dmdonsggmds (Citizen/Resident)

1535 YOEMS Bd0DIOHMBOL
9mfjdmdols 9gdmbggzsdo. gobozmeo
30MH0L 30b>MMBOL BYdM™MZs
(89000030/0M™930000)

Lodo®mggemb 3meo ISO 3166-ob
F9L0d5dolo©

13010379600 3060L Lsbgwo

130D039M0 3060L 435600



Loy o®m/Public

005 3L5MYd0, HMIgEoa gddbowos

?giﬁ)gi%ﬁg:;{gol;ombo . RSA=2048 RSA 50030600300 RFC 4055-0l
) Y B9L3d80b5, B0608:7d 2048 Bodo
bgedmfiocs 00bsrmaro LIOGOBOISBHOL 993900 MEIYRBML
(Signature) + 0mbs399900 LG JO0L bgedmfgds
LIOGHO0BOIIBHOL FoRBIMHMNMIOIOO
®d09dBHob
2A9BIODMYGOS 0©96GH0x03  36083690mds s G9HbMM3gd0  3OOGH0IMNWMdS OO IOIYEOM
(Extension) SsBH™Mo (Values and Limitations) (Criticality) (Mandatory)
(OID)
doM0m5©0 dgbmm©3900 . .
(Basic Constraints)
Lw9d09d@ob Godo .
End E
(Subject Type) nd Entity
3ol bogMdol 9gBr©3s Non
(Path Length Constraint) one
239LO®gdOL godmygbgds ) -
(Key Usage) Non-Repudiation + +
Policy
Identifier=1.3.6.1.4.1.37733.10.3.1.2.0
LIOGHOB0IHBHOL  3ME0EH03JdO [1,1] Policy Qualifier Info: ) s
(Certificate Policies) Policy Qualifier Id=CPS
Qualifier:
https://id.ge/pki
Full Name:
CRL-0b 2536390900L {amGHowmgdo e Lo )
(CRL Distribution Points) zll{L—http.//Cﬂ.cra.ge/ geosigningcag(n). +
LIOEGOBR0IGHOL 2593900 0HOMSEO
6HP96mb g9L50g00L 00YBEH0R03sGHMMO - +
(Authority Key Identifier)
Ld0gdGoL 239b50gdoL
0©96GH0B03GHMO0 - .
(Subject Key Identifier)
LIOGOR03HOL 3593980 30MHOMSO
mM56mb 0683mMHT5300L bgedobsfizmdmds - +
(Authority Information Access)
OCSP URL=http://ocsp.cra.ge/ocsp - +
LIOGOBOISBHOL 93900 0MOMOO URL:
656mb LgdEGHogozs@olb URL http://aia.id.ge/pki/GEOSigningCAG(n)
(CA TIssuer Certificate URL) .crt

Ld0gdGHOL s EBgMbsGomeo bsbgwo
(Subject Alternative Name)



Directory Address

335008303060 LgHBH0RB035GHOL
2496@bsgds
(Qualified Certificate Statement)

CN

R}0D03MM0 3060l Labgwo, 335M0
JoOH Do s 30630 bmdgmo

id-qcs-pkixQCSyntax-v2
(1.3.6.15.5.7.11.2)
id-etsi-qcs-semanticsId-Natural
(0.4.0.194121.1.1)
etsiQcsCompliance (0.4.0.1862.1.1)
etsiQesQcSSCD (0.4.0.1862.1.4)
QcType (0.4.0.1862.1.6)=QcType-
esign(0.4.0.1862.1.6.1)

QcPDS (0.4.0.1862.1.5)=
https://id.ge/pki, ka
QcCClegislation(0.4.0.1862.1.7)=GE

Loy o®m/Public

4. Biometric Data Encryption

3900l sbobggds
(Field)

39MLoo

(Version)

LgGoEo bmdgho

(Serial Number)

bgdmfgmob seram®omdo
(Signature Algorithm)
LIOEGOR03BHOL 4593900 MEIYBML
60350000 ELIbYEYdS

(Issuer Distinguished Name)

Q3Lobggds
(Common Name) (CN)

M60Bs30wo ghmgymo
(Organisational Unit) (OU)

O960Ds300
(Organisation) (O)

LgOEHOB0IGHOL 39egdo

3geob
®009JGHOoL LOgOW IO
09bGoxo o
35¢™Mo  (Mandatory)
(OID)

(Value)

+ V3

7¢ 619d 4d cc
39 ae d8

+ sha256RSA

Biometric
Encryption CA

Public Service
+ Development
Agency
Ministy of
+ Justice of
Georgia

3600936900mds | (339005050
(Changeable)

5009O0CMds
(Description)

LIOEHOBOIOBHOL BMOT>EOL 3gMLOS

239399990 byBEOR0IsGHOL LyBowwo
BmIg®o

bgdmfgmob seramGomdo, Hmdgwos
999Lo05390s RFC 5280 Li¢obstm@l

LgOEGH0R035GH0L 3593900 MERBML
6035¢M0 ELEbYEYdS

LgOEGH0R035GH0b 3593980 MEIROML
Q3LObYEgdS

Lobom dmALobwyMgdol Jodfimgdeol
QsLobgEgds

LAOMIGHMOHOL EaLobgEgds



309965
(Country) (C)

55305 (-qb)
(Valid from)

doe5dos (-9¢0Y)
(Valid to)

L1d09gdEHOL MbOIowr MO EILEbYEgdS
(Subject Distinguished Name)

Q3LObggds
(Common Name) (CN)

Ld0gJBHOL OLIHBYEGOS
(Organisation Name) (O)

bmdogdGob Mmbogswdo
0©96GH0B03GHMMO
(UID)

309960
(Country) (C)

LyBowero bmdgmo
(Serial Number)

L1009 BHOL VOS ASBOWYOO
(Subject Public Key)

bowdmfig®o
(Signature)

239BIODMYGOS
(Extension)

doG0Ms©0 d9Hr©3900
(Basic Constraints)
Lwd09d@ob Godo
(Subject Type)
3bob bLog®dol 89Brm©3s
(Path Length Constraint)
39L50900L 258mygbgds
(Key Usage)

+ GE

2016 fewols 01
12, 15:49:26

2018 fewols 01
12, 15:49:26

Biometric Data
Encryption

RSA >2048

00bstremo
+ 9mbs3999%0

LIOEHOBOIIGHOL A9RIMHNMYdJOO

0d09JBoL

Loy o®m/Public

Lobom ImALsbryMgdol Jodfmegderol
d39460L 3m@o: GE — Georgia (2 Loddmerm
ISO 3166-0b dglsdsdolo)

LIOEHOBOIoEGHOL o¢sdo Lzl MSGOWO

LgOEHO0R035GOL dmJdggdol dgfiy3gdol
DMHOWO

LIOEHOBOIoBHJOOL 0bGFMLEHOMJEHWMST0
b9309JEOL Mbo3sE GO Lsbgaro

3995090 w9MH0 CA-0b bbby gds

®™6H2560D5300L 0L Lobgero, HMIgwos
300019005 LYOEHOBOISEHOL
296bogdsdo

Logdo®mnzggeml 3mo ISO 3166-0b
F9lod530bs©

®™6H2560D5300LIMZ0L 3939990
LIOEHOBOIOBHOL HOY0MO bmdgPo

©05 23L5MYd0, HMIgEoi 89ddboeos RSA
3eamM00doo RFC 4055-0b dgledsdolo,
090603499 2048 do@o

LIOGHOB0ZIAOL 3533900 MOPObMU
©5@3LEHWOHIOOL bgedmfio®s

09630803  36083690Mmds s GgBMM©3gd0  3OOGHO0ZMXMBS  1OZICPJOIEIM

SGHMOO (Values and Limitations)

(OID)

End Entity

None

Key Encipherment, Data

Encipherment

(Criticality) (Mandatory)
+ +
+ +



LIOGHOBOISGOL  3ME0EH039d0
(Certificate Policies)

CRL-0b 253603909%0b 9O Gowmgdo

(CRL Distribution Points)

LIOEHOBOIoBHOL 3093900 F0MOMOO
mOA56mb L50gd0L 0I6EHOR0ZGHMMO
(Authority Key Identifier)

b93099EOL gobomgdol 0EIbEHOBOISGMMO
(Subject Key Identifier)

LYOEHOBOIoGHOL 3093900 0MOMOEO
M96mb 06g83MmOHI5300L bgerdobsfzmdmds
(Authority Information Access)

OCSP

LgOG0R035BHOL 3593980 F0MHOMSO
™M6mb LydGHogogs@GoL URL
(CA Issuer Certificate URL)

Ld09ggBHOL se@gMboBomwo bsbgro
(Subject Alternative Name)

5. GEO Authentication CA G(n)

Policy
Identifier=1.3.6.1.4.1.37733.10.6.1.1.0
[1,1] Policy Qualifier Info:

Policy Qualifier Id=CPS

Qualifier:

https://id.ge/pki

Full Name:
URL=http://crl.cra.ge/geobioencca.crl

KeyID=e9 81 48 b7 32 6¢ 66 3b bc fc 0b
0990 92 Oc ad 81 30 9e 64

URL=http://ocsp.cra.ge/ocsp

URL=
http://aia.id.ge/pki/BiometricEncryptio
nCA.crt

Loy o®m/Public

0PgMOMds
(Description)

LIOGOBR035BHOL BMGoEob 39MOLOS

393999900 LYOEHOBOIoEHOL LgH oo

bgdmfia®ol seammomdo, Hmdgwos

3995050905 RFC 5280 L¢obwot@lb

LIOGOB0ISGHOL 3593980 F0MHOMSO
656mb 1960350 MM0 EILObYEgdS

LIOGOB0ISGHOL 3593980 F0MHOMSO
96mb (Root) slisbgergds

Lobom ImALobwyMgdol Jodfmgderol

LyOEGH0GB03oGHOL 39¢0gd0
39@ob
®3099BHOL LOZOW IO
36033690mds | 339090500
3900l sbsbgamgds 096G 0x0 ©wm R ahg’) (%hangeal?l)e)
(Field) 35¢™Mo  (Mandatory)
(OID)
39MLos (Version) V3 -
LgGoEo bmdgho )
(Serial Number) B6mdgMo
bqqg)@mﬁg@ob oqgm@omao sha256RSA )
(Signature Algorithm)
LIOGOR035BHOL 3593980 MEIZOML
6035000 ELIbYEYdS
(Issuer Distinguished Name)
obobgEgds
(Common Name) (CN) GEO Root CA
M960Bo30o ghmgmo Civil Registry
(Organisational Unit) (OU) Agency QobbYEgds


http://ocsp.cra.ge/ocsp

M9560Ds300
(Organisation) (O)

399965
(Country) (C)

doq530d (-qb)
(Valid from)

doe5dos (-9¢0Y)
(Valid to)

11009JEOL LIb03o MO ILELYYdS
(Subject Distinguished Name)

Q3LObggds
(Common Name) (CN)

5605300 gPhmgMEo
(Organisational Unit) (OU)

Ld0ggBHOL OLEHBYEGdS
(Organisation Name) (O)

309960
(Country) (C)

LIO0IJBHOL VO ASBOWYOO
(Subject Public Key)

boewdmfig®o
(Signature)

39BMOMIDS
(Extension)

d060m5©0 F9BOM©3900
(Basic Constraints)

LdogdGob Godo
(Subject Type)

3ol bog™Mdol d9bwm3gs
(Path Length Constraint)

239L50g00L 259mygbgds
(Key Usage)

Ministy of Justice
of Georgia

+ GE

GEO

+ Authentication
CA G(n)
Public Service

+ Development
Agency
Ministry of
Justice of Georgia

+ GE

+ RSA 4096

00bstremo
+ dmbs399gd0

LIOEHOBOIIGHOL A9RIONMYOJOO

®309JGob
009630803 360383690 mds s 9Brm©3900
3GHMOO (Values and Limitations)
(OID)
CA
None

Certificate Signing, CRL Signing

Loy o®m/Public

LEAHOMIEHOOL EoLbgEgds

Lobom ImALsbwyMgdol Jodfmpgderol
939460L 3m@o0: GE — Georgia (2 Loddmeom
ISO 3166-0b 9gbsds30lo)
LYOGHO0B0IGHOL dognsdo dgligarol
®5MHOPO

LYOGH0B03GOL Fmgdggdol d9fyzgdHob
D5MHOPO

LIOEGHO0B0IHGHJOOL 0bBOILEHOVIEMGS0
LB09]EHOL Mbo SO Labgaro

95090 19M0 CA-0b @sbsbgargds

LobM IMALIBYYMGOOL FoIFMEIdOL
obbgEgds

LEAHOMIBHOOL EoLbgEgds

LobM IMALIBYGGOOL FodFMEIdOL
d39960L 3m@o0 ISO 3166-0bL Jgbodsdobo

005 3oLdMYd0, HMIgEoa 89ddbowos RSA
seamMomdom RFC 4055-0b
F9L0d5d0bso, 4096 doBo

LIOGHOBOIIGHOL 3533900 MORBM
OLEHNMMOOL bgerdmfghs

3O0GHONWMDS 11OV

(Criticality) (Mandatory)
+ +
+ +



Loy o®m/Public

Policy
Identifier=1.3.6.1.4.1.37733.10.4.1.2.0
LIOGOBR0ISHOL  3E0GH03900 [1,1] Policy Qualifier Info:
(Certificate Policies) Policy Qualifier Id=CPS
Qualifier:
https://id.ge/pki
CRL-0b 253039¢9d0b §gdGHowwgdo Full Name: ) .
(CRL Distribution Points) URL=http://crl.cra.ge/georootca.crl

LIOGEB03AGOL 333900 doBomago KeyID=93 00 66 db 95 51 d3 87 90 78 07

mﬁ)gbﬁm.b 6'5be3601)'0@36(503030@)(*16)0 9222 ed 30 6£ 60 €5 88 bf - +
(Authority Key Identifier)

Ld0gdGOL 2oLOMYdOL

0©96GH0803GHMOO - +

(Subject Key Identifier)
LIOGOBR0IHOL 2593900 0MHOMISEO
™O56mb 06g3mMIo3z00L
bgedobofzmdmds

(Authority Information Access)

OCSP URL=http://ocsp.cra.ge/ocsp - +

LYOGHOBOIoGHOL Fod3gdo
d0MH0M5E0 MMHRS6ML
LyOGoBo3sGHoL URL

(CA Issuer Certificate URL)

URL: http://aia.id.ge/pki/GEORootCA.crt

6. GEO Authentication CA G(n)-ob 35398990 bg®HGHoBo3sGHO

IO EHORB0IGHOL 39egdo

30D g
00099dEHob 3600936900 mds | (3359050 s0P9OOMds
300l @absbyergds 096305035 m (Value) (Changeable) (Description)
(Field) QRIPOOBO3  Mandatory) 8 Pt
&mMo (OID)
3yOboo + V3 - B9BGHOBO3GOL BEEBsEHOL 396b0s
(Version) 00GOGOZGOL B Gob 39
Lg@oeo bmdgho . . 39699990 LYOEHOB0IoGHOL LMoo
(Serial Number) Bmdgmo
bgdmfigmob seramGomdo . sha256RSA ) b9dmfiamol sEam®m0omdo, Hmdgewos
(Signature Algorithm) 3995050905 RFC 5280 L¢obwotd @l
LIOGOR035EHOL 3593900 MEIROML B96HOBOIEOL 3533530 MG
Mb035MMo ababgegds + - B0 15060 osbsh Bs
(Issuer Distinguished Name) JPo3RIMO R Ny
GEO
obobgEgds . Authentication ) LIOGOB0ISBHOL 3593900 MEIZIOML
(Common Name) (CN) CA G(n) Q3Lobggds


http://ocsp.cra.ge/ocsp

960300

IODJIwo
(Organisational Unit) (OU)

960300
(Organisation) (O)

309965
(Country) (C)

o800 (-qsb)

(Valid from)

dogs80s (-00g)

(Valid to)

L1d0gdGoL Mbogswr®Ho
obbYEgds

(Subject Distinguished Name)

Lobgero

(Common Name) (CN)
LyBoweo bmdgmo

(Serial Number)
LBOgJEHOL Fmgoesggmdo
(Organisation Name) (O)

Ld09gJBHOL d0BsOHMdS
(Organisational Unit) (OU)

3096
(Country) (C)

Lobgero
(Givenname) (G)
33560
(Surname) (SN)

LIBOIJBHOL MO ASBOWYOO
(Subject Public Key)

bgedmfigcs
(Signature)

39BN
(Extension)

doM0m5©0 89BO©3900
(Basic Constraints)

LmdogdGob Godo
(Subject Type)

Public Service
+ Development
Agency
Ministy of
+ Justice of
Georgia

+ GE

PNOGE-
72727222277

RSA > 2048

00650
+ dmbs398900

LYOBH0BOIBHOL FoRBIMHNMIOYOO

®d09dBHob
003640803  3608369mds s 99B03900
3GHMOO (Values and Limitations)
(OID)
End Entity

Loy o®m/Public

Lobm ImALsbwyMgdol Jodfmpgderol
obobgEgds

LEAHOMIEHOOL EoLbgEgds

Lobom ImALsbwyMgdol Jodfmpgderol
939460L 3mo0: GE — Georgia (2 Loddmeom
ISO 3166-0b dglsdsdolog)
LYOGOB0I>BHOL dognsdo Tglgerol
05MON0

LgOGOB0IsGHOL dmgdggdol dg9fgy39E oL
05MON0

LIOEGHO0B0IHGHJOOL 0bBOILEHOVIEMGS0
Ld0gdBHOL MbogowrnMo Lsbgaro

R30D03MMO 30600 Lsbgwo s 335600

11-6086s 306500 bmdgho, 3Ggxodsom
"PNOGE-“

130D03M0 3060L LodoMmzgeml
dmgonsggmds (Citizen/Resident)

1535 YOIEMS d0BsEOMBOL Ffdmdol
990mbg93590. B0 306HOL
00b6500HMBOL 6gdsOMZo
(0v9008030/0HMgd000)

Logdo®mnggemb 3meo ISO 3166-0b
F9L0d5dols©

130D03M0 3060L Labgwo

130D03M0 3060L 435600

005 3ob5MYd0, HMIgEoa dgddbowos RSA
seam@omdoom RFC 4055-0b
99L0d5d0bs, 30600v)d 2048 do@o

LIOGOBOIIGHOL 3583990 MOASBML
©53LEHMMIOOL bgedmfgho

3M0G03MdS 15535 YOEM
(Criticality) (Mandatory)
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3ol bog®dol 9gbLw©gs
(Path Length Constraint)
239L50gd0L 2509mygbgds
(Key Usage)

LIOGHOBOISGHOL  3Mm0E03900
(Certificate Policies)

CRL-0UL 253039¢9d0b §gd@GHowgdo
(CRL Distribution Points)

239LO®IOOL FoFBIOMMGINYO 450mygbgds
(Extended Key Usage)

LIOGOR035HOL 3593980 F0MHOMSO
6H96mb 29b50g00L 009bEH0R035GHMMO
(Authority Key Identifier)

LBOgJBHOL 239LoEgdoL
0©96GH0B03GHMMO

(Subject Key Identifier)

LIOGOBR0IGHOL 593900 0MHOMSEO
M56mb 0683mOHTo300L bgedobsfizmdmds
(Authority Information Access)

OCSP

LIOEOBOIOGHOL 3093900 F0MOMOO
O96mb LB GHoBosGoL URL

(CA Issuer Certificate URL)

L1B09gdBHOL sSEEHgMbsGHoMEo bobgwo
(Subject Alternative Name)

Directory Address

Lbgs Labgeo
(Other Name)

8. GEO ESeal CA G(n)-0b g53399v9e00 Lg®HEono3s¢0

CN

Principal
Name

None

Digital Signature, Key Encipherment +

Policy

Identifier=1.3.6.1.4.1.37733.10.4.1.2.0

[1,1] Policy Qualifier Info:

Policy Qualifier Id=CPS

Qualifier:

https://id.ge/pki

Full Name:
URL=http://crl.cra.ge/geocauthenticatio -
ncag(n).crl

Client Authentication

(1.3.6.1.5.5.7.3.2)

Secure Email (1.3.6.1.5.5.7.3.4) -
Smart Card Logon

(1.3.6.1.4.1.311.20.2.2)

URL=http://ocsp.cra.ge/ocsp -

URL:
http://aia.id.ge/pki/GEOAuthentication
G(n).crt

R0D03MM0 3060l Labgwo, 3356M0
JoOOMo© ©s 306500 Bxdgmo

LYOGH0B0IoGHOL 39gdO

Loy o®m/Public

11


http://ocsp.cra.ge/ocsp

3900l sbsbgagds

396bos
(Version)

LgHomEo bemdg®o

(Serial Number)

bgdmfg®ol seram®omdo
(Signature Algorithm)
LIOGHOR0ZOGOL 2503900 MOPSBbML
160350 MH0 @oLabggds

(Issuer Distinguished Name)

obbYEgds
(Common Name) (CN)

0MH60Bs30o ghmgmo
(Organisational Unit) (OU)

mM960%s30s (Organisation)

©)

J399960

(Country) (C)

Jo¢5305 (-qsb)
(Valid from)

dog580s (-009)
(Valid to)

Ld09gEHOL b03oEMMO EILIHYEGdS
(Subject Distinguished Name)

obbYErgds
(Common Name) (CN)

Ld0gdGHOL ELEbYEgdS
(Organisation Name) (O)

™O2560Do300L
00©96GH0803GHMMO

J399960

(Country) (C)

L9809 GHOL 00 QoLBOMIdO
(Subject Public Key)

bowdmfges
(Signature)

0©9bG0%035

U"qu’i’ﬁbﬂ 3608369mmds (33500
(Changeable)

(Value)

V3

sha256RSA

GEO eSeal
CAG(n)

Public Service
Development
Agency
Ministry of
Justice of

Georgia

GE

?

GE

RSA >2048

00bsGrmaro
dmbos(398900

Loy o®m/Public

50fi9M0oMmds
(Description)

LIOGHOBR0IIGOL BMOToEOL 3gMLOS
2353999900 bgOEHOB0ISGHOL LgH oo
Bmdgho

bgdmfig®ol seram®omdo, HmIgeros
399053905 RFC 5280 L¢obsm@b

LIOEHOBOIOEGHOL o300 MGYBML
603500 @aLabggds
LIOEHOB03GOL 3993990 MEMYSEML
Q3LObYEgdS

LoboMm FmALobwyMgdoL Jodfimegdeol
Q3LObYEgdS

LEAHONIBHWYOOL EILEbYEYDS

LoboMm FmALobwyMgdol Jodfimegdeol
d399460L 3mo: GE — Georgia (2 boddmem
ISO 3166-0b 3gliododolo)

LIOEHOBOIoEGHOL o¢rsdo Lzl MSGOWO

LgBGH0R03530L  dmgddggdol d9fiyzg@ol
D00

LYOEGH0B0353HIOOL 0bBOILEOMIGHMEsdo
bd0gdGoL MboIow Mo Ealisbgwgds

bd0gdGoL bLyME0R035GHOL LB YOS
™MP560B5300L 0l ELLEbYWGDS, MMBgeos
3000190105 LYOEHOBOISEHOL
296bogdsdo

™M560B5300L Lo0IDbEBHOB s EOM 3MO,
309n0gdloo> NTRGE

Logdo®mnzggaml 3meo ISO 3166-0b
F9lod530Ls©

©05 23L5MYd0, HMIgEoi dgddbowos RSA
5@m©003dom RFC 4055-0b 9gLsdsdolboo,
3060093 2048 do@o

LYOEGH0R03GHOL 2583990 MOASBML
Q©OLGHOHIdOL bgedmgds

12



A9BIOOMIOS
(Extension)

doM0Mo©0 IgHMM©3900
(Basic Constraints)

L«93099dGob Godo
(Subject Type)

3ol bog™Mdol dgbEmgs
(Path Length Constraint)
29L50gd0L 250mygbgds
(Key Usage)

LIOGHOB0ZOGOL 3:E0EH03JO0
(Certificate Policies)

CRL-0U 253603909%0b §96HGHowmgdo
(CRL Distribution Points)
Ld09gJBHOL se@gMboGHomwo
babgeo

(Subject Alternate Name)
LYOEGH0%035G0L 3993990 JoMHOMSEO
O96mb golowgdols
0©96GH0803GHMMO

(Authority Key Identifier)
Ld09gEHOL FoLOMIdOL
0096¢H08035GHMM0

(Subject Key Identifier)
LIOGHOBOIoBHOL Fod3900 0MHOMOO
M96mb 06g83MmOHT5300L bgerdolsfzmdmds
(Authority Information Access)

OCSP
LIOGHOBOISBHOL Fod3900 0MHOMOO

96mb LB GHO0Bo3sEHoL URL
(CA Issuer Certificate URL)

3350008030 MM0 BYOGHO0B0IdGOL
396(3bogds
(Qualified Certificate Statement)

LIOEHORBOIIGHOL AOGRIODNMIOJOO

®d09dBHob

0©9bGH0x8o
35¢™6M0

(OID)

3603369cmds s 99B0©3900
(Values and Limitations)

End Entity

None

Non-Repudiation

Policy
Identifier=1.3.6.1.4.1.37733.10.7.1.1.0
[1,1] Policy Qualifier Info:

Policy Qualifier Id=CPS

Qualifier:

https://id.ge/pki

Full Name:
URL=http://crl.cra.ge/geoesealca g(n).crl

O=m6560Ds300L sLbgEgds JoB e
965y

URL=http://ocsp.cra.ge/ocsp

URL
http://aia.id.ge/pki/GEOESeal CAG (n).crt

id-qcs-pkixQCSyntax-v2
(1.3.6.1.5.5.7.11.2)
id-etsi-qcs-Semanticsld-Legal
(0.4.0.194121.1.2)

etsiQcsCompliance (0.4.0.1862.1.1)
etsiQcsQcSSCD (0.4.0.1862.1.4)
QcType (0.4.0.1862.1.6)= QcType-eseal
(0.4.0.1862.1.6.2)

QcPDS (0.4.0.1862.1.5)=
https://id.ge/pki, ka

Loy o®m/Public

3M0GH03MMds
(Criticality)

L5350
(Mandatory)
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http://ocsp.cra.ge/ocsp

9!. GEO (*) Root CA G(n)

390l LOHYEYDS
(Field)

396b0oo

(Version)

LgGomEo bmdgho

(Serial Number)
bgdmfigmob seramGomdo
(Signature Algorithm)

LIOEGOR0IGHOL 3583990 MOASBML

60350060 LObYEYdS
(Issuer Distinguished Name)

obObgEgds
(Common Name) (CN)

Q5605300 gOgMEO
(Organisational Unit) (OU)

mOQ560Bs30s
(Organisation) (O)

399065

(Country) (C)
o800 (-q0sb)
(Valid from)

does80s (-00g)
(Valid to)

L1B09ggdEHOL MBOIoE MO EILEbYEGDS

(Subject Distinguished Name)

Q3Lobggds
(Common Name) (CN)

O60Do30wo ghmgmo
(Organisational Unit) (OU)

LB09dEHOL slobgEgds
(Organisation Name) (O)

Loy o®m/Public

e QcCClegislation (0.4.0.1862.1.7) =GE

LgOGH0EB0IoGHOL 3900900

390l

®0099dEHobL bogowigbg 360336900mds (33909050
(Changeable)

Q@
0Q963H0gB03S (Value)
So60 (OID) (Mandatory)

+ sha256RSA

GEO (*) Root
CA G(n)

Public Service
Development
Agency
Ministry of

+ Justice of
Georgia

+ GE

GEO (*) Root
CA G(n)
Public Service

- Development
Agency
Ministry of

+ Justice of
Georgia

0PgMOMds
(Description)

LIOEGOBR03BHOL BMMToEob 39MLOS
393999900 LYOEHOBOIoEHOL LMoo
6m3dgMo

bgdmfigmol sEammomdo, MHmdgeos
399L0050905 RFC 5280 L3obotd @b

LIOGHO0BOIHGHOL 2593900 OMOMSPO
O96mb 60350 M0 LY YD
LIOGOBOIGHOL 3993900 F0MHOMSEO
96mb (Root) sliosbgegds

Lobm ImALsbwyMgdol Jodfmpgderol
QLAY gdS

LEAHOMIGHIOOL Eobsbgmgds

Lobom ImALobwyMgdol Jodfmgderol
939460L 3m0: GE — Georgia (2 Loddmgom
ISO 3166-0L 99lssd530bs©)
LIOGHOB0ISBHOL dogrsdo Fglgerols
®5MHOPO

LyOG0BR035GHOL dmgdggdol dgfg39d oL
M5MHOPO

LIOEOB03HIOOL 0bZMLEHONMIEHSd0
Lmd0gdGHOL MboIowrMo EILEbYEgds
LIOGOB0ISGHOL 93980 0MHOMSEO
96mb (Root) alisbgergds

Lobom  ImALsbyMgdol Jodfmegderol
Q3Lobggds

LEAHOMIGHIOOL Eobobgmgds
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399560
(Country) (C)

11009JBHOL OS AOBEWYOO
(Subject Public Key)

bgdmfiocs
(Signature)

29BIODMIOS
(Extension)

doM0m5©0 dgbrm©3900
(Basic Constraints)
LBOgJBHOL BHo3o
(Subject Type)
2ol bog®dol gbww©gs
(Path Length Constraint)
239L50900L 253mygbgds
(Key Usage)

LIOGH0R0353HOL 3ME0E03900

(Certificate Policies)

LIOGOR035HOL 3593980 0MHOMSO
™m®56mb 4oLo®gdOL
00©9bGH0B03GHMMO

(Authority Key Identifier)
L1d0gdEOL AoLOWIVOL
0©96GH0B03GHMOO

(Subject Key Identifier)

11. SDA TimeStamping CA

390l LabgEgds
(Field)

+ GE +

+ RSA 4096

00bsrmao
dmbs3999d0 -

LIOGHO0BOIIBHOL FoRBIMHMNMIOIOO

®d09JGoL
00©963H0x0
35GH™M0
(OID)

3609369c0mds s 5bm3gd0
(Values and Limitations)

CA

None

Policy
Identifier=1.3.6.1.4.1.37733.10.1.2.4.6
[1,1] Policy Qualifier Info:

Policy Qualifier Id=CPS

Qualifier:

https://id.ge/pki

KeyID=

LYOEHOR0IGHOL 39900

3geob
d09JGHoL
0963 0x03°
A&mMo (OID)

bos*‘@ig% 3609369cxmds - 330gd>@0

(Mandatory) (Value)  (Changeable)

Loy o®m/Public

Lodo®mnggerml 3meo ISO 3166-ob
d9Lodsdols©

005 3oLdMYd0, MMIgEoa 9ddbogos RSA
seam@omdom RFC 4055-0b
d9Lodsdobs, 4096 doGHO

LIOGOBOIBHOL 593900 MEIRBML
5LEGHMJO0L bgedmfgds

B30 0™
(Mandatory)

3M0G03MdS
(Criticality)

20fi9MoMmds
(Description)

15



396b0oo

(Version)

LgGoEo bmdgho

(Serial Number)

bgdmfigmob seramGomdo
(Signature Algorithm)
LIOGOR0IGHOL 3583990 MOASBML
1B035M0 abobgegds

(Issuer Distinguished Name)

obobgEgds
(Common Name) (CN)

M960D530W0 OO
(Organisational Unit) (OU)

mMA560Bs30
(Organisation) (O)

3096
(Country) (C)

55305 (-qsb)
(Valid from)

doe580s (-00g)
(Valid to)

L1d09dEHOL MBOIoE MO EILEbYEGdS
(Subject Distinguished Name)

bobggds
(Common Name) (CN)

O960Bo30WogOH»IMEO
(Organisational Unit) (OU)

LRd0gJBHOL OLEHBYEGdS
(Organisation Name) (O)

3399965
(Country) (C)

LIBOIJBHOL MO ASBOWIOO
(Subject Public Key)

bodmfig®o
(Signature)

+ sha256RSA

+ GEO Root CA

Civil Registry
+ Agency

Ministry of
+ Justice of
Georgia

+ GE

SDA

+ TimeStamping
CA
Public Service

- Development
Agency
Ministry of

+ Justice of
Georgia

+ GE

+ RSA 4096

00bsrmao
dmbos(398900

LIOEHORB0IIGHOL AORIONMIOJOO

Loy o®m/Public

LIOEGHO0B0ISGHOL BMMToBHOL 3gMLOO
39699990 LYOEHOBOIoGHOL LgH oo
B6mdgMo

bgdmfiamol seammomdo, MHmdgeos
399L5050905 RFC 5280 L3obo®d @b

LIOGHO0B0IHGHOL 2593900 OMOMIPO
M96mb 60350 MM0 LY GdS
LIOGOBOISGHOL 3593900 F0MHOMSEO
m®56mb (Root) obobgargds

Lobm ImALsbwyMgdol Jodfmpgderol
Q3Lobggds

LEAHOMIGHIOOL EoLbgmgds

Lobm ImALsbwyMgdol Jodfmpgderol
939460L 3mo0: GE — Georgia (2 Loddmeom
ISO 3166-0b 99lssd530b5©)
LIOGOB0ISBHOL dogsdo Fglgerols
D5MHOPO

LyOGO0B035GHOL dmgdggdol dgfg39 oL
D5MHOPO

LIOGOB0IBHIOOL 0bZMLEHONMIEGHSd0
Lmd0gdGHoL Mbo3ow Mo EsLabyEgds

95090 19H0 CA-0b @sbisbgargds

Lobom ImALobwyMgdol Jodfmwgderol
obbgEgds

LEAHOMIBHOOL oLbgEgds

Logdo®mggemb 3meo ISO 3166-0b
99Lodsdolo©

005 3oL5MYd0, HMIgEoa dgddbowos RSA
seamMomdoom RFC 4055-0b
F9L0d530bo, 4096 doBo

LIOGOBOISHOL 3593930 MMYSBMUL
©53LEGHMMHYO0L bgedmfgds
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Loy o®m/Public

™d09JdEHob
239BM0MIVS 0©3bGHogo 36038369 mds s 9B03900 3M0GH03NW™dS L3I IO
(Extension) 39¢M60 (Values and Limitations) (Criticality) (Mandatory)
(OID)
do60m5©0 F9BLM©3900 .\ .
(Basic Constraints)
L«93099dGob Godo CA
(Subject Type)
3ol bogMdol 9gBrw©3s None
(Path Length Constraint)
?Izz;@gi(;t)abamﬂﬁobb Certificate Signing, CRL Signing + +
Policy
Identifier=1.3.6.1.4.1.37733.10.5.1.2.0
LIOEHOB03SBHOL 30 EH03700 [1,1] Policy Qualifier Info: ) .
(Certificate Policies) Policy Qualifier Id=CPS
Qualifier:
https://id.ge/pki
CRL-0b 253639 9d0L §ahGHowmgdo Full Name: ) .
(CRL Distribution Points) URL=http://crl.cra.ge/georootca.crl
LIOGOBR0IBHOL 593900 0MHOMSEO
MOR6ML Fologgdols KeyID=93 00 66 db 95 51 d3 87 90 78 07 92 ) .
0©96GH0B0IGHMOM0 22 ed 30 6f 60 e5 88 bf
(Authority Key Identifier)
L0079 EHOL ZolagdolL
0©96GH0803GHMOO -

(Subject Key Identifier)

LIOEGOBR0IGHOL 2593900 0HOMSEO

6H96mb 068mOMHT5300L bgwdobsfzmdmds - +
(Authority Information Access)

OCSP URL=http://ocsp.cra.ge/ocsp - +
LIOEOBOIOGHOL 303900 F0MOMOEO

O6mb LyOGHogo3sGoL URL

(CA Issuer Certificate URL) URL: http://aia.id.ge/pki/GEORootCA.crt

111. SDA TimeStamping CA

LYOEHOR0IGHOL 391900
390l
bogo O
390l sl odogdol gfg 9 8600g5emdy 3gogdIo 50fgO0Emds
(Field) 0©I6HOBO> (Mandatory) (Value) (Changeable) (Description)
&@6o (OID) .
396b0oo ]
(Version) + V3 L9OGHOBOZIEHOL FMEHSGHOL 39OLos

17


http://crl.cra.ge/georootca.crl
http://ocsp.cra.ge/ocsp
http://aia.id.ge/pki/GEORootCA.crt

LgGoEo bmdgho

(Serial Number)

boedmfig®ol seram®oodo
(Signature Algorithm)
LIOGOR0IGHOL 3583990 MOASBML
1b035M0 sbobgmgds

(Issuer Distinguished Name)

obobgEgds
(Common Name) (CN)

M960D530W0gOHDJME0
(Organisational Unit) (OU)

M9560Ds300
(Organisation) (O)

3096
(Country) (C)

55305 (-qb)
(Valid from)

doe580s (-00g)
(Valid to)

Lmd0gdGHOL Mbo3ow Mo EILbyEgds
(Subject Distinguished Name)

bobggds
(Common Name) (CN)

mOQ560Bs30MoghHmgwo
(Organisational Unit) (OU)

Ld09JGHOoL OLEHYEYdS
(Organisation Name) (O)

3096
(Country) (C)

LIBOOIJBHOL MO ASBOWYOO
(Subject Public Key)

bgedmfiocs
(Signature)

sha256RSA

GEO (*) Root
CA G(n)

Civil Registry
Agency

Ministry of
Justice of
Georgia

GE

SDA
TimeStamping
CA G(n)
Public Service
Development
Agency
Ministry of
Justice of
Georgia

GE

RSA 4096

0060
0mbos398900

LIOEHOBOIIGHOL AORIONMIOJOO

Loy o®m/Public

39699990 LYOEHOBOIoEHOL LgHowwo
b6mdgMo

b9dmfigmol seramGomdo, MmIgEos
399L5050905 RFC 5280 Lobo®d @l

LIOGOBOIGHOL 3993900 F0MHOMSQO
O56mb 60350 MM0 EOLIbYEGdS
LIOGOBOISBHOL 3993900 F0MHOMSEO
m®56mb (Root) obobgargds

Lobom ImALsbwyMgdol Jodfmpgderol
Q3Lobggds

LEAHOMIEHOOL EoLbgEgds

LobM IMALIBYYMGOOL FoIFMEIdOL
d39960L 3mo: GE — Georgia (2 bLoddmeom
ISO 3166-0b 99lssd530bs©)
LIOGOB0ISBHOL dogsdo Fglgerols
M5MHOPO

LyOGO0B035GHOL dmgdggdol dgfgy39 oL
M5MHOPO

LIOEGHO0BOIFGHJOOL 0bZOILEOVYIEGS0
Lmd0gdGHoL Mbo3ow Mo EILabyEgds

95090 96H0 CA-0b @sbisbgargds

Lobm ImALsbwyMgdol Jodfmpgderol
obobgEgds

LEAHOMIBHOOL EoLbgEgds

Logdo®mnggeml 3meo ISO 3166-0b
F9L0d5dobs©

005 3ob5MYd0, HMIgEoa dgddbowos RSA
seamMomdoom RFC 4055-0b
F9l0d5d0bo, 4096 doBo

LIOGOBOIIGHOL 3593930 MMYS6MUL
©53LEHMMIOOL bgedmfgho
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™d09JdEHob
239BM0MIVS 0©3bGHogo 36038369 mds s 9B03900 3M0GH03NW™dS L3I IO
ension, 5BHMOO alues an tations ritica andato
(Extension) 35606 (Values and Limitations) (Criticality) ~ (Mandatory)
(OID)
do60m5©0 F9BLM©3900 .\ .
(Basic Constraints)
L«93099dGob Godo CA
(Subject Type)
3ol bog™Mdol dgbwmgs Non.
(Path Length Constraint) one
239LO®gdOL godmygbgds . L .
(Key Usage) Certificate Signing, CRL Signing + +
Policy
Identifier=1.3.6.1.4.1.37733.10.5.1.2.0
LIOEHOB03SBHOL 30 EH03700 [1,1] Policy Qualifier Info: ) .
(Certificate Policies) Policy Qualifier Id=CPS
Qualifier:
https://id.ge/pki
CRL-0b 253639 9d0L §ahGHowmgdo Full Name: ) .
(CRL Distribution Points) URL=http://crl.cra.ge/geo(*)rootcag(n).crl
LIOGOBR0IBHOL 593900 0MHOMSEO
™O256mb 4oLo®gdOL KeyID- } .
0©96GH0B03GHMMO
(Authority Key Identifier)
L0079 EHOL ZolagdolL
0©96GH0803GHMOO - N
(Subject Key Identifier)
LIOEGOBR0IGHOL 2593900 0HOMSEO
6H96mb 068mOMHT5300L bgwdobsfzmdmds - +
(Authority Information Access)
OCSP URL=http://ocsp.cra.ge/ocsp - +
LIOEOBOIOGHOL 303900 F0MOMOEO
O6mb LyOGHogo3sGoL URL ) e .
(CA Issuer Certificate URL) URL: http://aia.id.ge/pki/GEORootCA.crt
12. SDA Qualified TSA
LYOGH0B0IoGHOL 39gdO
3ol L35 O
®009JGHoL 3PERI°D 06083690mds | (339009050 50figMH0oMmds
3900l slsbgamgds ! o
(Field) 096GH0R03S (Mandatory) (Value) (Changeable) (Description)
e omeo (o) Mandatory.
396b0oo .
(Version) + V3 LIOGOR035BHOL BMGoEob 39MLOS
Lgomeo bmdgho + 39399990 LYOEHOB03oEHOL LgH oo

Loy o®m/Public
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http://ocsp.cra.ge/ocsp
http://aia.id.ge/pki/GEORootCA.crt

(Serial Number)

boedmfig®ol serammoodo
(Signature Algorithm)
LIOGHOR0IIGHOL 3593930 MORbMU

b035M0 abobgmgds
(Issuer Distinguished Name)

Q3LObggds
(Common Name) (CN)

mM9560Ds30o ghmgYo
(Organisational Unit) (OU)

6560300
(Organisation) (O)

3399965
(Country) (C)

o305 (-qb)
(Valid from)

doe580s (-00g)
(Valid to)

L1d09gdEHOL MBOIoE MO EILEbYEGdS
(Subject Distinguished Name)

bobggds
(Common Name) (CN)

Q5605300 gM0gMEo
(Organisational Unit) (OU)

Ld09gJGHOoL OLEHYEYdS
(Organisation Name) (O)

309960
(Country) (C)

L1B0gdEHOL ©VOS PoLOWIdO
(Subject Public Key)

boedmfig®o
(Signature)

39BODMIDS
(Extension)

0©963H0x0
35¢™60 (Values and Limitations)

+ sha256RSA

SDA

+ TimeStamping
CA
Public Service
Development
Agency
Ministry of

+ Justice of
Georgia

+ GE

Public Service
- Development
Agency
Ministry of
+ Justice of
Georgia

+ GE

+ RSA 22048

00bsrmao
9mbs39dgd0

LIOEHOBOIIGHOL AORIONMIOJOO

®0099BHob

(OID)

Loy o®m/Public

Bmdgmo

b9dmfigmol seramGomdo, MmIgEos
999Lsdsdgds RFC 5280 b3obsd@l

LIOGOBOISBHOL 593900 MEIRBML
1b6035MMH0 EobobgEgds

LIOGHOB0ISGOL 3993990 MERBML
Q3Lobggds

Lobom ImALsbwyMgdol Jodfmgderol
Q3Lobggds

LEAHOMIGHIOOL EoLbgmgds

Lobm ImALsbwyMgdol dodfmpgderol
939460L 3m0: GE — Georgia (2 Loddmeom
ISO 3166-0b 99lssd530b5©)
LIOGHOB0ISBHOL dogrsdo Fglgerols
M5MHOPO

LYOGO0B035EHOL dmgdggdol dgfgy39 oL
D5MHOPO

LIOGOB035BHIOOL 0bBMLEHONMIEGHSd0
Lmd0gdGHoL Mbo3owMo EILabyEgds
©OHMOL 335¢0BOEOMOO 50bod3z60L
obObYEgds

Lsbm  ImALsbryMgdol Jodfmegderol
Q5LObYEgdS

LEAHOMIGHIOOL Eobbgmgds

Lodo®mnggeml 3meo ISO 3166-ob
99Lodsdolo©

005 3oL5MYd0, HMIgEoa dgddbowos RSA
seammomdoom RFC 4055-0b
99Lodsdobo, d0b0dwa 2048 do@Eo

LIOGHOB0ISBHOL 3593900 MEIZOML
©5LEHNMMOOL bgerdmfghs

3608369 mds s 9B0M3900 360GH03NWMds B39O

(Criticality) (Mandatory)
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do60m5©0 F9BLM©3900
(Basic Constraints)

LBOgJBHOL BHodo
(Subject Type)
3ol bog™dol dgbwmgs
(Path Length Constraint)
239LO®gdOL godmygbgds
(Key Usage)

LIOEGHOB03SBHOL 30 EH03900
(Certificate Policies)

CRL-0b 253639 9d0L §ahGHowmgdo
(CRL Distribution Points)

239L50MgOOL  QOBIODMYOYO
358myg9gbgdo

(Extended Key Usage)
LIOEGOR0IBHOL 3593900 MEIRBML
39L50g80L 00gbEGHORB0ZSGHMMO
(Authority Key Identifier)
LB0gJEHOL ZolagdolL
0©9bGH0B0IIGHMMO

(Subject Key Identifier)
LIOGOR035HOL 3593980 F0MHOMSO
M56mb 0683mOMHT5300L bgedobsfizmdmds
(Authority Information Access)

OCSP

LIOGHOBOISBHOL Fod3900 0MHOMOO
96mb LB GHO0Bo3sEHoL URL
(CA Issuer Certificate URL)

12'. SDA Qualified TSU

End Entity

None

Digital Signature, Non-Repudiation

Policy
Identifier=1.3.6.1.4.1.37733.10.5.1.2.0
[1,1] Policy Qualifier Info:

Policy Qualifier Id=CPS

Qualifier:

https://id.ge/pki

Full Name:
URL=http://crl.cra.ge/sdatimestamping
ca.crl

Time Stamping

URL=http://ocsp.cra.ge/ocsp

URL=http://aia.id.ge/pki/TimeStampingCA.
crt

LYOGH0B0IoGHOL 39gdO

8gob
0009JGoL
3900l obobgmgds ogggg?cgo bogeegdg 06083690mds | (3350905000
iel 1
(Field) 30mGo  (Mandatory) (Value) (Changeable)
(OID)

396b0o
(Version)

V3 -

Loy o®m/Public

>0fi9Momds
(Description)

LgOEGH0R0353H0L BMMBoE0lL 39MLOS
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LgGomeo bmdgho
(Serial Number)

boedmfig®ol serammoodo
(Signature Algorithm)

LIOGOR035BHOL 4593900 MEIRBML

1B035MM0 abobgmgds
(Issuer Distinguished Name)

obobgEgds
(Common Name) (CN)

mM9560Ds30o ghmgYo
(Organisational Unit) (OU)

mOQ560bs30s
(Organisation) (O)

399965
(Country) (C)

do53d0s (-qab)
(Valid from)

doe580s (-00g)
(Valid to)

L1B09ggdEHOL MBOIoEMO EILEbYEGDS
(Subject Distinguished Name)

obobggds
(Common Name) (CN)

Q5605300 gM0gMEo
(Organisational Unit) (OU)

LRd0gJBHOL OLIHBYEGdS
(Organisation Name) (O)

d3096>
(Country) (C)

LB0gdGHOL 005 JoLOMIdO
(Subject Public Key)

sha256RSA

SDA
TimeStamping
CA G(n)
Public Service
Development
Agency
Ministry of
Justice of

Georgia

GE

Public Service
Development
Agency

Ministry of

Justice of

Georgia

GE

RSA >2048

Loy o®m/Public

235399990 bLgOEHOB0ISGHOL LgH oo
Bmdgho

bgdmfig®ol seram®omdo, HmIgeros
399Ls05390s RFC 5280 L¢obsm@b

LIOGHOR0ZOGOL 3503900 MOPObM
6035¢0M0 EILabYEgds

LIOGHOBOIBHOL 3593900 MMYS6MUL
Q3LObYEgdS

Lobm ImALsbryMgdol Jodfmpgderol
Q3LObYEgds

LEHOMIEHMOHOL EoLoObgEgds

Lobm ImALsbryMgdol Jodfmegderol
J399460b 3mo: GE — Georgia (2 boddmem
ISO 3166-0b dgbsdsdola)

LgOEGH0%303530b dognsdo Fgligerols
D00

LgOEHOB035GOL dmJdggdoL dgfiyzgdEol
DMSMOMO

LYOEGH080353HGOOL 0bBOILEGOMIGHMEsTo
Ld09gEHOb 6035 M0 ILIHYEGOS

©OMOL 335C0BOE0IM0 50bodzbol
Q3LObYEGdS

Lobm  dmALobMgdol JodfmEgdErol
Q3LObYEGdS

LEHOMIGHOOL EsLobYYds

Logds®mggaml 3o ISO 3166-ob
d9lsd530bs©

005 250 Yd0, GMIgwois dgddbowos RSA
sem@omdom RFC 4055-0b
d9lsd580bs, 30600v98 2048 do@o
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Loy o®m/Public

bodmfig®o 006500 LIOEHOR035GOL 3393990 MEMR6ML
(Signature) dmbo3909d0 ©5@3LEHMHIOOL bgedmio®s
LIOGHOBOIIBHOL FoRBIMHMNMYOIOO
®d093@oL
2A9BIODMGOS 0@Egb@ogo 3609369cmds s 3bmmzgd0 360E030MdS B3IV TIO™
(Extension) 35G™60 (Values and Limitations) (Criticality) (Mandatory)
(OID)

d0M0m5©0 39BOM©3900
(Basic Constraints) * !

b‘gb(')gj@)()b Godo End Entity

(Subject Type)

b

2bob bLog®dob 83%@@@30 None

(Path Length Constraint)
vaba@gdob p3dmggHgds Digital Signature, Non-Repudiation + +
(Key Usage)

LIOEHOB03SBHOL 30 EH03700
(Certificate Policies)

CRL-0b 253639¢9d0L §ahGHowmgdo
(CRL Distribution Points)

20BO®IOOL AIBIMMNMYGOMO 25dmygbgds
(Extended Key Usage)

LIOEGOR03BHOL 4593900 MEIRBML

239Lo©gdoL 0IbEHOR0IIGHMMO
(Authority Key Identifier)

Ld0ggdGHOL AoLHMIVIOL 0IBEHOBOISEGHMOO
(Subject Key Identifier)
LyOG0R035EHOL 3593900 JOHOMSO MEIRBMs
068m® 35300l bgwdobsfzmdmds
(Authority Information Access)
OCsP
LIOGHOB0ISBHOL o380 oMHOMOEO
mO6mb LyOGHogosEoL URL
(CA TIssuer Certificate URL)

Policy Identifier=
1.3.6.1.4.1.37733.10.5.1.2.0

[1,1]Policy Qualifier Info: Policy
Qualifier Id=CPS

Qualifier: https://id.ge/pki

Full Name:
URL=http://crl.cra.ge/sdatimestamping
cag(n).crl

Time Stamping

URL=http://ocsp.cra.ge/ocsp
URL=
http://aia.id.ge/pki/TimeStampin
gCAG(n).crt
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14. GEO Organizational Authentication CA G(n)-ob 3539990 LgBEGH0B035E0

390l LOHYEXYDS
(Field)

39ML0o

(Version)

LgGomEo bmdgho

(Serial Number)

bgdmfigmob seram®omdo
(Signature Algorithm)
LIOEGOR03IGHOL 3583990 MOASBML

6035¢M0 LY GDS
(Issuer Distinguished Name)

obObgEgds
(Common Name) (CN)

5605300 ghmgMEo
(Organisational Unit) (OU)

69560300
(Organisation) (O)

309960
(Country) (C)

o800 (-q0sb)
(Valid from)

doe580s (-00g)
(Valid to)

Ld0gdGHOL MboIowrMo EILbgEgds
(Subject Distinguished Name)

Q3Lobggds
(Common Name) (CN)

Ld09JBHOL OLEHYEYdS
(Organisation Name) (O)

6560Bs300L
096¢0g8035BHMM0

LY GH0B0IoGHOL 39gdO

3gwob
®d0gJGob

0@YbGHOB03d (Mandatory)

&o6o (OID)

+

Log5e9dvy 360d3b6gcm

0
(Value)

V3

sha256RSA

GEO
Organizatio
nal
Authenticati
on CA G(n)
Public
Service
Developmen
t Agency
Ministry of
Justice of
Georgia

GE

NTRGE-
27722222277

(Changeable)

Loy o®m/Public

>0figMomds
(Description)

LIOGOBR03BHOL BMMTo@ob 39MOLOS

396999900 LYOEHOBOIoEHOL LMoo
6mdgMo

bgdmfigmol sEammomdo, MHmdgeos
399L9050905 RFC 5280 Lobod@b

LIOGHOBOISGOL 3993990 MEYBML
1603500 ILEHLYEGDS

LIOGOBOIBHOL 993900 MEIRBML
QoLObYgds

LobM IMALEBYMGOOL FoIFMEIdOL
oboObgEgds

LEAHOMIBHWOOL oLobgEYdS

Lobem ImALsbwyMgdol Jodfmpgderol
939460L 3m0: GE — Georgia (2 Loddmgom
ISO 3166-0b 9gLsds3olo)

LIOEOB0IoGHOL dogr5do gz ol MIGOWO

LyBGoB0IsGHOL  Imddggdol dgfyzg@ol
®5MHOPO

LIOGOB035HIOOL 0bgMEHONMIEOSd0
Lmd09gdGHOL MboIowMo EILEbYEgds
Ld0gdEoL byBEOBR0IGHOL sLsbgwgds

O5605300L 0l EILELYEGdS, HMBgo3
9000m g3 BIOGHOG0ISGOL
296bogdsdo

63560B5300L L0IYHEHR03IsE0M 3MEO,
36980gboo> NTRGE
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Loy o®m/Public

Lodo@mnggerml 3meo ISO 3166-ob

J30g9bs
E
G d9Lodsdols©

(Country) (C)
005 3oLdMYd0, MMIgEoa 9ddbowos RSA

?Siji?gi‘%oil@;{@;”@o +  RSA=2048 ) 500MG00d000 RFC 4055-0ls 9glssdsdolsc,
ubject TUbLe Aey 8060099 2048 Bo¢o
bgedmfiocs . d0bstreno ) LIOGOBOISBHOL 993900 MEIRBML
(Signature) 0mbs3999d0 5LEGHMMJO0L bgedmfgds
LIOGHO0BOIIBHOL FoRBIMHMNMIOIOO
®d09JGoL
2A9BIODMIOS 00©963H0x0 3609369c0mds s 5bm3gd0 3M0GH03MNMds L3I YOEM
(Extension) 39¢M60 (Values and Limitations) (Criticality) (Mandatory)
(OID)
doM0m5©0 dgbmm©3900 N N
(Basic Constraints)
Ld09JBHOL BHodo .
(Subject Type) End Entity
3ol boga®dol 89rm©gs N
(Path Length Constraint) one
?EZ;Q[?::;;)BDBMSUBOM Digital Signature, Key Encipherment + +

239L50gB0L 25RMMMIOMO
2453myg9bgdo
(Extended Key Usage)

LIOEHOB03>GHOL 30 EH03900
(Certificate Policies)

CRL-0b 2536390 900L {amGHowmgdo
(CRL Distribution Points)

L1B09gdBHOL S GHIMbsGHOIEO
Lobgaro

(Subject Alternate Name)
LIOGOR035BHOL 593900 MEIROML
239L50g30L 00IbEGHORB0ZSGHMMO
(Authority Key Identifier)
Ld0gdGOL AoLomgdoL
0©96GH0B03sGHMG0

(Subject Key Identifier)
LIOGOBR035BHOL 3593980 A0MHOMSEO
MHQ96mb 0683mOMHTs300L bgwdobsfzmdmds
(Authority Information Access)

Client Authentication (1.3.6.1.5.5.7.3.2)
Secure Email (1.3.6.1.5.5.7.3.4)
Smart Card Logon (1.3.6.1.4.1.311.20.2.2)

Policy
Identifier=1.3.6.1.4.1.37733.10.8.1.1.0
[1,1] Policy Qualifier Info:

Policy Qualifier Id=CPS

Qualifier:

https://id.ge/pki

Full Name:
URL=http://crl.cra.ge/geoorganiz
ationalauthenticationcag(n).crl

O=m6560B300L LYW Gds JoBove
9bs%y
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Loy o®m/Public

OCSP URL=http://ocsp.cra.ge/ocsp - +
LIOEHO0B0ISGOL 2993930 OMOMOIPO
™mMo6mb LydGHogzogsEoL URL

(CA Issuer Certificate URL)

URL:http://aia.id.ge/pki/GEOQOrganizational
AuthenticationCAG(n).crt
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